
Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template 

EB Docket 06-36 

Annual 64.2DOO(e) ePNI Certification for 2012 cover1ng the prior calendar year 2011 

1. Date filed January 30, 2012 

2. Name of company(s) covered by this certification: Benton RidQe T eleptwne Company 

3. Farm 499 Filer 10: 808104 

4. Name of signatGl)': Thomas N. Knippen 

5. Title of signatory: Vice President 

6. Certification: 

I, Thomas N. Knippen certify that I am 'In offICer of the company named above and 
actinO as an agent of the company. that I have personal knowledge that the company has 
established operating procedures that are sdequate to ensure compliaroce with the 
Commission's CPNI rules. Se" 47 C.F.R. § 64.2()01 &t seq 

Attached to this certification is an accompanying statement explaining IlOW the 
company's procedure5 ensure that th~ company is in compliance with tile requirements 
(irocludill9 those mandating the adoption of CPN I procedures, training. recordkeeping, and 
supervisory review) set forth in section 64.2001 et seq. of tile Commission's Ililes. 

The company has not taken actions (i.e., proceedings institllled or petitions filed by a 
company at either 5tate commissions, the court system. or at the Commission against dat~ 
brokers) against data brokers in the past year 

ne company has nOI r~ce ived customer complaints in the past year concerning the 
unautilOrized release of CPNI 

The company represents and warrants that the above certification is consistent with 47. 
C. F.R § 1.17 which requires truthful and accurate statements to the Commission. The company 
also acknowledgeji that false statements and misrepresentations to the Commission are 
punishable urld~/imle 18 of t\)<' U.S.pode and may subjeot it to enforcement action. _-, /' L(" 
Sig~ed-~;n..S"""'4 ..., 2L '-Aw~ 

Attachments: 

, / 

A=mpanying statement explainir19 CPNI procedures 
Explanation of actklns taken against datE brokers (if applicable) 
Summary of cu.slom~r complaints (if applicable) 





BE'i"TON Rf[)GE TEL'EPHO:-1E COl\IPANY 
STATEMENT OF CPNI PROCEDlJRES 

&:men Ridge Tck'P""'''' CompaJlY h", cr""lcd a CP",l Policy H:ul<ibook COl1li.uning Lillo 
following pr"OoXdLJ!~8 that it j'as ndojJt~d to Cll8ur~ tlic protectioo of CPN!. TI", ha,,<1book <leseri\>,," 0<, r 
pr"""dur~s in greut<'< detail and rrovi~s prae.tieal guidanc" on oow to prot.ct against nllanthorized 
rusdo'UIe or m~ of CP)'T T)", handbook is disrribuwd 10 our employ""s during tnuning ,u1d '~TVC' as ,m 
imJlottant ref.renc. tool tor am ""'rlo,,",,,;_ 

Duh to Protect CPl\J 

W" a, "' connuunicatiom comp'U1Y r~cognize our dm y to prot;oct cnstomn CP:\T 'Vc may n<JI. 

discim;" Cl'N I to unautiloriz.d rer;;O"", lIor may we us~ CPi\ I in u,tam wa}", withont cons.ffi from ou, 
cn,I.cm<-H_ &;fur~ W~ ~an provide ClL,lOOK-H wiili ilicir 0\'"1 CP:\T W~ mu,t aulhilltical<: lhc clL,lomcL 

We reuo!\lliu that tl",r" are a f",,- c",,,,s ill whie.h we can discim;.: Cl'N! without first ohtaiwng 
CUSI.cm<-T approv,,) 

1 ;\d!ll ini~lmlivc uK ,"re may">c CPN! (u inili(l/~, render, bill and "oil~d fur 
comttl\, "k~tio"8 ~rvicC;J. 

2_ Pr"'-"clwn of mrrWI ,md thir<1 mUll"' \Vc may us<; CPN! w prot<.;ctlhc interests of our 
ccrnpalli~_" sucb as to prevent fraud or ille~al me of our sy'tellls and network Employees are notifie<l of 
llK; s!qls w (ak~, if any, in (hc~c SOlt, of siluutioos. 

3_ A, required by law: 'Ve may disclose Cl'NI if we are required to by law_ mch a, thmugh 
legal proc~ss (mbJX'<'tl~s) or in rcsponse to r<:qu~st8by law ClliOrcc",.nt. Employc~s are notifLw of ony 
step, they mmt take in thes~ situ"ticcs 

Our Own r 5e Of Cl'NI 

We may u,c CP:t--"I to plO,·jd;; 01' lll~rkct s;;r.·icc~ to ollr ~xisti!lg custcmcrs. We ullocrsL"llld that 
w. ar. r<:qui,.d to obtain eust""",r approyal prior to using ePN! in c~rtain ways. 

w~ und~rs(at><lthat we do tlOt t\CI:d to d'tain C<J,,(o<ncr approv~l bdore usillg CPN!to marl-ct 
s~",-ices to our existing customers within the categories of s~"'1e~ to whie.h the eustome, already 
"ub,crib;;,_ 

We unJcrsli.md thaI We m:ty not uS<: CP:\'1lO markd S~'H'l""S thaI ar~ ill a '~n'l"" ~ategory to 
which tl>;; c",tom~r d~. "0:1 aJr.Qdy wbscribe withO<,t CUSlO/l">Cr appfov~.l. 

"rG uIKicr,tmullhat we cannot IISC CPN! W ,olicit " cllstOIIl(;r to add " !ll-'W ""legory of Sctvr<:C 
without iirst obtai"illg tk cllstomer's OpproyaL 

w~ also under.mmd that we do not need C\LstOlll¢r consent before (lsing C P:\I to mai'k~t "o4iunct
to-ba,ic" ,ervices mcb a<; s)}t'Od dialing_ comput""-provided directory assistance_ ca.llmonitoring:_ call 



tracing, call blocking, ,,-all retum, r~peat dialing, calltraclcing, c;,ll waiting, C<IIlCt 10, c~_lllo",-al'(ling, ~nd 
""ltain centr"", fealur"" 

We mJderstand that we ffi<1.y nl>t m~ erN! 1.<J Kkmify or track custom;;" tll~t c~_ll competing 
><:,"vi"" provider, 

\Ve ref\ul~rly review am marketing practices to oc4£rul= wh;,:n and how CPNI is ,,~ed within tk 
LDmpanies, and wheliler CPNI IS being ,lulled ,,-ith other cntitiC!!, \V~ a ho r~view new marketing or ,ales 
carnp~ ign~ to ensure comp1ian~c witll these erNI poIici~, and with lh<; FCC, CPN! rcgulatioll~, We do 
not share CP:>I! with any affiliate, or otller lhird partie" 

Provision 01' Services 

w~ ,,,,.krSffind Ih~t "c (10 nOI n.xd customer approul to us. CrN! to provide erE and "all 
onswcring;, voi"",, mail or me,.s~ging_ voie"" slomge and ,"~1ri<;va.l-K'H'i<.:Cs, fl." store a"d lorward, ~_nd 
protocol CO",,\Orsl()\l, 

AutbeltirAting C"slortler' Tlefore l)i~dQ"ing ePN I 

w~ understand IhM,,~ ~'c required to oojec-tive1y determinc that am cu,tomers are who th"y say 
Ihcy an; bdore disclosing; C PN I to them, 

Tdcpho:nc. 

\V~ understand that when a CIJstom", call~, we may not reka,e mil derail information, or 
inio,matiO!l ,~loti!lg to the tronsmissiO!l of specitic telephone calls until W~ hm-~ obtmned the accexmt 
password from tIl<: ~Wk;r, or called the cusl0!IlC( bw;l at tk telephone num~r of record to ensure that tI"" 
custon"" is who fj,,'l,C ~~}'S i!.,'l,C is, Altcl'llativdy, we llIay offer to send the C<IIl dctml infurITI"til1I to the 
aildrc« of record or pr"'~d" it to the customer- or an amhoriZiCd mdividunJ in person aJter sik h~s 
produced ..-alid phow i(klllilicatioll at our offkc, 

\V c under'land thaL we may disdos~ lIoll-cilll ,fewil ilrjormarion (lv~r the tdepllone after 
nuti:=ticating Ihe CIJ:\'tomer by c~ll ing buck the tdephone nUIll]"" of record, checking \'aliJ photo 
identitication, or by mailing the infoTInatioll to the account 'Kldre", of r~cord, 

In-Pwoo Authenticatioo 

We ",,.jcrsmnd th~t beror~ we can disclosc CPr--, I to CIlslOnlel5 in per""', th~ cus1.<Jmcr must 
prcsent valid x"wmmenl-issued photo ;dentific"fioJl, The mUl";; 011 the photo i<k'1lti Ikatio" must mate-h 
the 11M'" on Ik acco"n\' ! fthc ~lIstomer cannot pres""t the required identifiC:llion, W~ offi-'I W pro\-ide 
the requecsted ePN I by ,.ooing itto the aCCllunt address ofrccord, 

Jkl'orc providing tk ePN! to tk ~wrtomor, we llIake a copy of the photo id.:ntificatiillL This 
C[)py is tkn pla.:.ed in the customer's file> togeUK-'T ,,-iili a copy of the CP:\"I provid~d to tl", customer, 
nlC~C r~cord~ ~N tkll hpt ," the c"storner me ;n a".cordance with our record-h;q)mg polici<:s 



\l~il 

If Lh<; "USWIllGr Icqu",1;, CP:\l thrOUj>.h regular mall. or if II", eu"'",,"",r ~aml()t comply with on" of 
the amhenti~ation methexi., aoov", we send tk rcql'~,kd inrO""~tio" to ti,e cllstO!l1Cr's ~M r~ss ofrlOCol'd 
only 

Online Awe"f 

This i$ not olli;r~d to om Bemon Ridgc Td"'Phu!l~ Comp,my Customel5 

(,,,tome!" \orification ofCP;":l] RighI" 

We prmick a C PN] privacy policy to ~ II customers amHm lly, ~.~ a bill Itts;:rt j" the Tkccmber bill, 
111 is policy provKh--s noti lieation to each cusl«n<-'I of his.1K:r right to Ie,triel U>C ,,[ ili,d(}Sur~ of ,uxl 
acce" to that custom""s CP\L W. maintain a list ol'~.ll cust:omcrs who rceeiw the pri,.uc) poiJey, the 
dale 011 which ilic policy 1; ,,;m .. and a copy ofth;, policy in our r..cord, for one (I) year tollowing tl", 
mailing ofthe )Xlli~y w~ pmvi~ additionol ~DJlies of the ePN] privacy polic) to all C<lst:oflloCrs who 
tC<ju;.;,t it and to "II new "USWIllen UPOll activation of sen~"" 

The policy contain< an opt-O<lt customer approval notic~, Cw>!(JIl'I¢I'S who do not wish to allow,,, 
to usc thcir erNI l<J market "'rvic~, out,ide their existing service categories, or woo do oot: ,,~sh to ali()w 
us to share their CliNI with affdiate<, 1J.'\ve 30 days to contilct US to tell U8 tll~t the:' do '>ot ~ppr'(lVC ortllis 
us~, If we do nol h;.;ar ba~k frmll Lh<; custome r within 30 days, we undentand thm we are fre. to use their 
CPN] for these I'll rj:'108CS. We un(krs.tarl<i thM custOIlK'!:, Can change their cpti()\l al any Lliru; by 
coutacling us, ,,00 we n()tifv "m cuslolncrs of this right 

We maintain record, ofthe ~lL'!lom"t'5 w!xl r~~.eived the opt'1)Ut opproval notie~ and records of 
UI;; CU8t01l1~t, who ccnt"clcxl us to <.lp1 Ollt in accord.'lIl"" with onr record-keeping polici"'L 

We undcnlarul thal ,v;.; mnsl provide wnlt en Il<J{iGe to the FCC within fiye (5) husin."" d.'lys if 
our opt-out me~·ha"ism8 do 'lOt work prClfX'rly to the dcgrc~ that our custorocr,' inability to opl olll " 
more !han 'Ul anmnaly, 

T r~i"ing Alld Discipline 

W" tramed all ofo<" employ~es regarding tile comp~.n/s CPNf policies prior to the dfc~tivc 
dav.; oflll" most r=t ePNI regulation" lk ceml",r ~., 2007. Employoe.q are r~uir.d to ottend an annual 
rdrai,,; ng to en~uf~ that (l);Oy UlXJcrstand the C()\llpmlle,' erNI poli~i~, and 'my update, to those ]>Olicies, 
New empl"",;;.;s who will have acress to ePNI are trainoo when theyj()in the companie", and then attend 
the rcgllla .. ly-sc\",dukd rd,"" "ing SCSSi~"lS, Al ti,.;; condllsicn uf ,'"ch tnuning ""sicn, employee, are 
asked to sign =tifi~ate, stating. that they \lnderstand tk compony' s C Pi\T pol icics and that d,cy will 
comply Witil ti>OS.l; PUliCIC', 

W~ have impktncntC'd the following discijllinary £llidcfum; for crupl";-"",, woo firillo follow om 
CPSI ]>Olicies: 

Employ"", who fail to observe Benton Ridge nkpho<le Compa,,)' 
procC'durt:f. "ill hoc S<l bj~ct to the disciplinary ptoc~durcs conlained in Lh<; 
Iknton Ridge Telephone Company Handbook. Reoords reloti"g to this 



proc~" will Ix: maintained in the compauy fik'S ill I it';; ".jlh 0<, r rcoord
b;ping policies 

])i~ciplirlO.,!-· rewrds Qrc maintained in the cDinpani~,' til es in accord"""" with our rocord-kcqJing 
policies, 

)3ecord-Keepirl2 

We llm.inmin the following reoords in 0", Illes I'or onc (I) yeor: 

a ReCDrd, relatill',! to the annual mailing ofthe customer ePNI V"VaCy policy; 

b. Records of customer approval or disarproval of CliNI l"e, aT the lirnitaticn (]I ",,"ocation 
thereof and 

c Employe;;; disciplill.1ry riXord~. 

W~ maJlllalll r<.;COrtb of disco.·cnx\ ePNI br~ad\i.'S-, ll(J{ilkariotls to law Ctl)orcemcnt regarding 
brcadlN, and atly rCSJX>lli!¢S from law enfo",cme·nt regarding lhme br"ach~" in our file, for at least tW(J 
(2) YC<lIS 

NQ(ificlliiOI\ or AHa. ,,1 n,ang.e~ 

\Vc lm.kfs-la,l<1lhat we ~r~ "'<Juircd to tl(J{il'y c"stomers when changc' have h,,~n mack lD 
passwords, CUSlomer re .. ponses to back-up means of autherrticati<n, online acc(Junh, or addrcssc, of 
[;,cord by mailing" notificalicn 10 lh e ""CO<LUl adill""" of record. 

lI"authori,,,,d Oi~dnsurc Of CP,.I 

We "nderstond that we must report C P>'; I bread"" to law entorcemelll no later than S~''Cll (7) 
business days after oolennining the breach h", occulTed, by 'iilliliug cl.;dr.,.:ri~ Il(Jlificalion thw"gh the 
j' reporting l~cility, which "ill then tlOIify thc Lnltoo 
Slal<;, ,ol'1t\wStig~tiCHl (rem). 

We understand that W~ may lliJI: !l(Jtify C",1:0111"'''' (]I lh " public of lh~ breach carlier Ihan seven (7) 
da)'S ~ Ikr we i1Qve notifi ed law cnforc~m."t through the c",ntral rcrorting facility, If we wish 10 notify 
customers or the public imrno.diately, wher~ W~ fed that lh;;n; i, "an cxtraordin:uiIy urgclllll<.."d to '\OIi If· 
lJJ aV(Jid "immediate and irrcparabk JmnJl," wc i"(ortll I~w cnlorcctne"t 01' 011' desirc to tl(J{ify and 
comply with law enforc",,,,,,nt's dirmions. 

fu:<.:Ords rdating to snell nOliJ:lcarioo> afC kepI in w;cordance with oor '~ord-keeping polici~" 
TllC.lC records include: (i) tk date we discowred th" breach, (ii) the date "" notified law mfurccrn;.;n\. 
(i i i) ~. detailed description of the ePN I breached, aoo (iv) the cirrun"tanu, of tile breach 

During Eh;; course of tho year, ,,·c cO!11pile in{ormariotl regarding prdexkr ottempt~ to gain 
I mprupcr access to C p", I, including any br"""he& or artffilptoo breach"" We melu"" rbi. infurmalion in 
our annual CP~"l compliance certificati(Jn fikd Witlllh" FCC. 


